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ABSTRACT

Many attempts have been made to apply image recognition based on machine learning which has recently advanced
dramatically to malware detection. They convert executable files to images and train deep learning networks like CNN to
recognize or categorize dangerous executable files, which shows promising results. In this study, we are looking for an
effective image generation method that may be used to identify malware using machine learning. To that end, we
experiment and assess the effectiveness of various image generation methods in relation to malware detection. Then, we
suggest a linear image creation method which represents control flow more clearly and our experiment shows our method
can result in better precision in malware detection.
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w, WAk A3k AReRE Ay A3 s A Agsta G Adels PE skde] A4 Ar, B A
2o AUES Fole e BAE dole Ak 2= ARE AAste] Helo] AE As
B =] AL vt Aok 24elA= R < olarzt ssleh8).
= ASS 7 7129 A7 2HE NEAH R e afelfe] Ad stals adw ofrAl R ARgsh=
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Nataraj ¢
4 037"% AR 27]9] /\Fﬂliﬁ JFE

3 olnx]e] Azt texture) S
?‘—Er‘}% =4 HE] o] k-nn(k-nearest
neighbor) &32]&S A83te] MYI=E 252

o]

dEstel I= W didsle vhES AAESIT
(9), Ni 5= "] nle]Ed fAME firxlshe
4 duElEzor Fo HHo] Frlxe oS o

Fgsle] olnAE  AMsE WS AT
(10). Yan 5 Algiglade] I o]n|z|o] g
CNN #A43 dojadbst w=do] oo st
LSTM(Long Short-Term Memory) #4& 3§
A Faste] dIZ=E BRsle WS AgkEle
(11), AAW 52 7|2 BEZ(basic block) W9
W52 shte] nlo]EdE e 0|3t vlo]|E
59 £dol A s|A(feature hashing)<> A

ok WS AlAsle] WHeIEe] ¢4 Aust F
23s ®olch12).

Table 1> #3 A5 22 A ot &
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Table 1. Summary of Related Works on Image based Malware Classification and Identification
image analysis |classification / performance
reference color (size) model detection data set recall | precision | accuracy
. gray B : . Anubis analysis _099
Nataraj (2] (various) k-nn classification system 98-99%
Choi (3) (25%;23’56) CNN detection Hauri, Kaist 95.6%
: gray CNN : self-collected 84.68+ 92.83
Bojan (4] | (yatious) | (MalConv) | detection data 11.71%| +5.56%
. Microsoft 92.1% 91.7% 96.1%
gray .
Seok (5] | (256x256) CNN detection ™ Heaven | 76.9% | 80.8% | 82.9%
classification Malimg 98.39%
Bhodia [6] gray CNN Malicia 97.61%
(various) (Resnet) ) Malimg 94.8%
detection —
Malicia 92.93%
gray(various) CNN . . ~ 79.1% 46.8%
He (7] RGB(various) (Resnet) classification | andro-dumpsys 70.3% 5197
Zhang (8) | RGB(various) (V(C}gyet) classification Malimg 97.2% 97.2% 98.9%
Selective .
Liu (9) |gray(512x512)| Ensemble, | classification self ggltl:cted 98%
K-means
Ni (10) | (binary data) CNN classification Microsoft 98.8%
Microsoft
gray(64x64), | CNN, LSTM . : ) D
Yan (11) instr. seq. (Ensemble) detection %?g)lxrfli%e%\sy 99.88%
. X CNN classification | gelf-collected 92%
Jeong (12) | instr. seq. (1-D Conv.) dotection data 94%
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EolvA =a, ] Hsrl 28 gle]l K =gk g vl we] =9} FdaA) 2L
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Fig. 2. Example of a Linear Binary Image
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386 AR 7 I HES 3 oln|x] A W
E}LHU% NHAEL YIS Az g B yd 3 Table 3. Effect of Considering Sections
AL otz = i 3 -
L}E}mr/}q (—)]—-]:oj-‘j—- . e ‘; 2 E o size Preci. | Recall | Accu. | F1
A= Z 6 o E
237k & EHEE e stext | 2567256 {0.9334]0.928210.9300(0.9308
Toue Positi .data | 256*256 |0.9008|0.9166|0.8868|0.9086
S rue Positives . 2562 21 4
het] True Positives 1 Fulse Positives i/edata| 256256 [0.7807|0.77 0.783510.776
" 256%256 |0.948710.9210(0.9395|0.9346
- AdE = True Positives eXt + o s6%512 [0.9548 | 0.9586 | 0.9511 | 0.9567
= TruePositives + False Negatives data : : : :
s - True Positives + True Negatives 256 *1024 0.960110.9634|0.9570|0.9617
e All 256256 [0.948410.925410.9366 |0.9368
text + *
iaq : 256512 10.952910.950810.9458 10.9518
_Fl A% = 2x Precz‘s?onXRecall data + .
Precision+ Recall et 256%768 0.9553(0.9483(0.9455]0.9518
256%102410.95200.9530|0.9464 | 0.9525
4.21 0|O|x] 37|
423 Z2{ o[o|X| AZe| &1t
Table 2= A3 3}dS kgt =719 39 o]n
A2 A dFE AEY Ass BAg 2 Table 4= A7 olulA & AH33t oA I= A&
olt}, o|m|R|9] 7|7} AASLE AubAl AFo] 3 o AL Jepdcd A WA A= text,
ArEledet. 256x512004 256x256¢l H]E o s data ¥A¥} idata 2 .edata A& AE o
A AU S el o 256x1024¢04+= AE 2 ] Slske] 4] AAdel disted RGBE
Ex= o} 7pa 3 At} Fl e 9L 4 A Q4 F 2 shARE AMgst, UmA] 84
g5 = 022 Jgsisict. &, text A4S Red A2 2
229 3A=EH, data AL Green W2 84
Table 2. Effect of Image Size 2 FAEY. A3Ae g Table 39 7B wix|=t
. . 3o 3 o|u|x]|9} FAg oFo HoJeE £}
size Preci. Recall Accu. F1 0 Azjoln|A 2 ALEElomE Fhel Seke A u)
256*256 | 0.9222 0.9401 0.9193 0.9311 7} Hu 2 AAEe] Wyl xE dele g wolx
256512 | 0.9395 | 0.9290 | 0.9232 | 0.9342 A =}, A¥ A3E Table 39 A 83} vl
256*1024| 0.9378 | 0.9411 | 0.9290 | 0.9394 st 2 oFe ARE Edstz, 7 Al dig
A FEE Sl Bsla 3] 2 A
422 MM Mo o M5 2A o] vlehgt=tl, ol ZF Aol AMSEA =
EF W2 245 022 dY 8 Ao] g A
Table 32 Adstele] A4 ulelde] dle|ei7} A odle] oo A4e Zlow wekE)
cpyme ol f83 HES 14T Asjole), ) T Al dsl d5a A he
wro g ARgst A9 text A4 .data AAo] 015% P_Jr° Ao MAsh= ‘%i ° 2 #Hy o]y
= B FT BAE Aw gl Ao TF AU, AwHes RE Ay v
Aepdglon, AudoE idatash edata Age = T A S ol A v el E e
ARt e W Aol WA depge wa oD E3 T 271w 4wk Ee 256x256 2
texto} data A4E A e wlgwF wgAn o PSR Aes mad Table 34
AN olPIAE A A b e gy 200x1024 s S ofrle} il A e
< woloem idata ¥ .edataZbd EIATE 2 uA] AlS-S 3t ‘ﬁ“o/]fﬂ' I3 HAERA] ookt
b ow] °]L E'E kel =7)7} 384KBETH
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Table 4. Effect of using RGB Image

size Preci. | Recall | Accu. F1
25671024
test 1 (768K) 0.9364 | 0.9488 | 0.9335 | 0.9426
2567256 0.9652 | 0.9501 | 0.9503 | 0.9576
(192K)
test 21 56512
(384K) 0.9585 | 0.9528 | 0.9558 | 0.9556

* test 1: using different color for each section
e test 2: allocating 3 bytes to each pixel
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Table 5. Effect of applying OP code and
operand information from disassembled code.
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o2 AAsdeh. sl o|vlA e data A Z7]
7hekslo] 8x16384 =719 .data W& AR
om  text Yt 8ulo]E m|uke] wEjoio]

o]  AAA= AL Feksted,  8x8192¢4
8x32768 =772 Al 71A] o|m|A| =& Alg-slod]
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Jo ¥ wr fN o
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text AAE =3 Aol data Aol s}
At
Table 691 Ag AxEs 2yl AAdezm AYs
Ax 3t Aed
2 7§T text AAAe] HEHo] g9 EA
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2o Aol ke F AR dElch ey A
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Table 6. Effect of applying linear image
generation

RGB .text| 256256 |0.9395]0.8998(0.9075/0.9192

RGB .text
+ .data

256%256 [0.9531(0.92310.9284(0.9379

256*256 0.9209]0.8951|0.8974]0.9078
256*768 |0.9218]0.8922|0.8965|0.9068
oray text| 256256 |0.9513]0.9174(0.9288|0.9358

+ .data | 256*512 [0.9547(0.9174[0.9288|0.9357

gray .text

size Preci. | Recall | Accu. F1
size | Preci. |Recall| Accu. | F1 88811693281 0.9636 |0.9556 | 0.9549 | 0.9595

text+.|8%16384+
data | 816384
8732768+
816384
- 44§81?§2+ 0.9684 |0.9594 | 0.9596 | 0.9638
oper) F e

.data 4*16384 0.975510.9228 {0.9448 1 0.9484

0.9640|0.9526 | 0.9536 | 0.9583

0.9695/0.9163(0.937210.9422




388 ZIAIEE 7 A FE AES AT ovA] AA W

Table 39| Agrct Jhdoz F2 HJ5s B9 vehde), B e A osbd A ZE AE

o, AdED AEEe duE o E AEEs WAE o A5E =7 flalMe olulA] A Aol o7t

7R (e =S I BEd AL AFE HRE& NG ZHHA FA Ao ARE HE

< 100%7) =oh), HAECA AR o] AA stale o] e Fo& AR FAEHC

Hlgo] 6:47 ATyl o g e IS olef3t A AFE ko wFe] 559 54

o, o] &L dutm=r) gitEgl AA AElew o] W&slA yehle A3 owA] Agubde Al

gEohd AlQkE we Asmr Ader o ¢ Algtdet. AAE WS A FE AEe] AEE I

3 7o sdgc), Aol A3pAQl Zl o vepron adubAel Azt
A olw|x] AL <z 7ol 243 A5 3 o]v]z|e} 2 A HEo] dZd Js A4S A

ol dubd o|m|A] A= A=Y 7|He] &7} ol AME S-S vehe] X133 o]ux]7} =

7F 99 A th2A AHA o]uA] A= 7t o]e] 35 7k R I ghdEe o £d

A 2 AEES A5 7 sl o]= A¥A oy s & 5 ek

2 Aol wrdo] Ao 5] B4 A 43S FE QIR B4 FTE /)R BE g T

vehli= Aew #AH otstar e o] Ale] F2E whdste] & o

W Wee 2o BEAS EyH R 3 o
v.g8 8 vz Agaguieie] A7k dagh Ao gudEc), of
<2 PE #}a) o] opd Ald) o] wfgt &}

B Aol M= o]uA] QAo 7ukek JAdzE A Al o]n|A| & WY AT T oFolc)

= Wellx] olnix] A Al Aol 3l vhokgt

AAF A FE HEY Aol T5 TS doti References

7] $1gked, °F 400007H¢] o 2 ARI=E AR

g AYS Fdsta o]F TEAHoR #AMY AAE (1) Mohammed N. Alenezi, Haneen

AFstict. w3t B4 H3E Jules Gz Alabdulrazzag, Abdullah A. Alshaher

Azl Ajer AgA olwlz] WS A A and Mubarak M. Alkharang,

t}. "Evolution of Malware Threats and
olw|z] AAuk e QA2 E o|n|x] =7], PE T+ Techniques: A Review,” International

ZolAe) A4 TR, el olviAel BE, o
7 A7} Py EE REe)

Y Aol

n)

o

Lo ot fo
o [i?(—t
fr o o 4 =

o

i:s
L oy, —

71 s 1Y
texte} .datad] F
Aol tdFe ghdol| &IA
g Azl o]nR]9 A4

2t glolom doAES
AAARE A wlo] Bl QlFHs

o 2 o e oot

/911 x‘i

st
3
b
o

i
kS
3L
T

=

oy 12
T

oL
o,

M o ol e

o

2

ol
=
it
2
o
-

Journal of Communication Networks
and Information Security, Vol. 12, No.
3, pp. 326-337, Dec. 2020

L. Nataraj, S. Karthikeyan, G. Jacob

and B.S. Manjunath, “Malware
Images: Virualization and Automatic
Classification,” VizSec 11:

Proceedings of the 8th International
Symposium on Visualization for Cyber
Security, no.4, pp. 1-7, July 2011

Sunoh Choi,
Youngsoo Kim and Jonghyun Kim,

Sungwook Jang,

‘Malware detection using malware
2017

on

image and deep learning,’

International Conference
Communication
Technology Convergence (ICTC) (pp.

1193-1195), IEEE, Oct. 2017

Information and



AR R 53] =] (2022, 4) 389

(4]

Bojan Kolosnjaji, Ambra Demontis,
Battista Davide
Giorgio Giacinto, Claudia Eckert and
Fabio Roli,
binaries:

Biggio, Maiorca,

“Adversarial malware
Evading deep learning for
malware detection in executables,’
2018 26th European signal processing
conference (EUSIPCO) (pp. 533-537),
IEEE, Sept. 2018
Seok

Malware

Kim,
Classification

Seonhee and Howon
"Visualized
Based on  Convolutional  Neural
Network,” of The
Institute of Information Security and
Cryptology, Vol. 26, No. 1, pp.
197-208, Feb. 2016

Niket Bhodia, Pratikkumar Prajapati,
Fabio Di Troia and Mark Stamp

“Transfer learning for

Journal Korea

image-based
malware classification,” 5th
International Conference on
Information Systems Security and
Privacy, pp. 719-726, Feb. 2019
Ke He Dong-Seong

“Malware detection

Kim.

with malware

and

deep learning
18th IEEE
On Trust,
Security And Privacy In Computing
And  Communications/13th  IEEE
International Conference On Big Data
Science And
(TrustCom/BigDataSE)
IEEE, Aug. 2019

using
2019
Conference

images
techniques,”
International

Engineering
(pp. 95-102),

(8]

Ke Zhang, “Malware Variants
Classification for Section Contrast
RGB Image using CNN,” The
master's thesis, Gachon University |,
Dec. 2020
Liu Liu,

"Malware

Wang.
using

Baosheng
classification

and

gray-scale images and ensemble
learning,” 2016  3rd
Conference on
Informatics (ICSAI)
IEEE, Nov. 2016
Sang Ni, Quan Qian, and Rui Zhang.

"Malware

International
Systems and
(pp. 1018-1022).

identification using
images deep

learning.” Computers & Security vol.

77, pp. 871-885, Apr. 2018

Jinpei Yan, Yong Qi, and Qifan Rao.

"Detecting malware with an ensemble

visualization and

method based on deep neural
network.” Security and
Communication Networks, vol. 2018,

Mar. 2018

Seongmin Jeong, Hyeonseok Kim,
Youngjae Kim and Myungkeun Yoon,
"V-gram: Malware Detection Using
Opcode Basic Blocks and Deep
Learning,” Journal of KIISE vol. 46,

no. 7, pp. 599-605, Jul. 2019



390 ZIAsE 7 A 2E AEE AT oA AA WY

(M Rp270)

A o A (YeJin Jeon) A5 Y
2022% 29 g=grgrstn A
AL 7‘41159: A s Ht, FEH=

2 A1 o] (Jin-e Kim) 43|
2018‘3 3d~&A: =gt FAAg Bt AR EAgIdE
(FARob) ABRT AFA| SR AFENA

u.nml‘i‘\ﬁk _ Ll

ot & A (Joonsen Ahn) £413]¢

19924 24 Aedistn AXLEA S skt

19943 294: KAIST AAkstz} A}

20004 84Y: KAIST AApAAFstz} vkl

2000 89¥~2001 8¥Y: KAIST ZZasliAxAeled it o] 741
20014 99 ~AA: Sy gtal A Ry st

Ao ZRawwdde], T2 awEA LAZE Rt EEAQIRg

4




